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ABSTRACT

Amid the growth of distributed computing, the cotien and maintenance of data from diverse and
heterogeneous sources is the major necessity df esganization. Organizations need to exchange sirate the
information across the globe. In such a scendni® databases are intrinsically scattered and mdrageifferent people
with different objectives, which intensifies thevedisity between the technologies and standardghesad at each site.
Such Heterogeneity is actually attributed to sytitaand semantic differences while describing saeat world entity in
various data sources. Moreover, such heterogelesitls to some security & privacy issues. In thignkée paper an in-
depth investigation of primary issues (syntacti&mnantic), succeeding issues (preprocessing, irtegr& transformation)
and consequential issues of privacy in such hetgv®gus environment.
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INTRODUCTION

A legacy database growing over time contains enamieeterogeneity in data. Usually, this happenstdymor
database design and an endeavor of maintainingsttibeture of original source data while integratidinis actually
degrades the quality of data and places the orgamizinto risk-prone zone. Legacy data must barsd up prior to
conversion, integration and finally its usage fomg decision making or an organization may undalipteave to face
serious data problems later. The matter of dirttadaso escorts the measures for regularly auditireg quality of
information used which advances the cost [Miller,and Freytag, J.C., 2005]. Heterogeneous envieon like a legacy
database actually encourages an organization fdoiéirg the decentralized nature of upcoming welsdal technologies
like data-centre, clouds etc. But the essencegdf buality data lies in rapid and early detectibuality problems in data
and employing proactive measures to eliminate thesaes. Furthermore, once cleaned, data have tmdyetored

regularly for maintaining its standard through saroastraints etc.

Data contaminations have a multifaceted effect;nbjure, they have a tendency to concentrate arbigh

volume data users [Agrawal, D., Bernstein, P.].e£811].

To really facilitate the utilization of assortedta@asources, the data have to be accurate, freshplete and

interpretable.

Data contaminations have a multifaceted effect;nbfure, they have a tendency to concentrate arbigid
volume data users [Agrawal, D., Bernstein, P.|.e2811]. To really facilitate the utilization aSsorted data sources, the

data have to be accurate, fresh, complete angetable.
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HETEROGENEOUS ENVIRONMENT

The heterogeneous database environment containgx aofrrunstructured (web), semi-structured (XML) or
fully-structured (RDBMS) data sources [Carlo, Bariele, B., et al., 2011] which may impose moratadew limitations
over the data. Data from different sources keepodoe supplemented for more information. The daéy e non-fresh,
incomplete and may also have schematic differestee the update frequency of database may beularegt different
sites [Liu, H., and Dou, D., 2008]. The heteroggnef data-sources leads to non-uniform semanficata since different
databases are designed by different people forrshveapplications in different context using prolyallissimilar
technology. The price of going without any measdoesoping up with this heterogeneity is, lackdefiinite relationship
between data, problem in integration of data, typeflicts due to non-uniformity and non-standasds,ctural differences

and heavier query processing are the foremost amlbng
DATA QUALITY ISSUES OF HETEROGENEOUS DATABASES ENVI RONMENT

From technology viewpoint, Data are the only emirfenndation of organization and need to be manetiwell
using well established quality improvement teche&juThe process of raising and maintaining theciefit and
high-quality data has to face a number of problews. took an example case study with four geograliyiscattered

sites to figure out these issues.

Schema at Site 1: EMPLOYEE (Structured Database)

S.No. | ATTRIBUTE WIDTH DATATYPE CHECK
1 SSN 5 ALPHANUMERIC | "$$0000" pattern
2 FNAME 10 CHARACTER
3 LNAME 10 CHARACTER
4 D.O.B 8 DATE "mm.dd.yy" pattern
5 GENDER 1 INTEGER "M/ F" pattern
6 QUALIFICATION 10 CHARACTER
7 PH.NO. 10 INTEGER
8 MARITAL STATUS 1 INTEGER
9 ADDRESS 50 ALPHANUMERIC
10 DEPARTMENT 15 CHARACTER | So=eT oo
letters(8) pattern
Schema at Site 2: EMP+DEPENDENTS (Unstructured Dataase)
S.No. ATTRIBUTE WIDTH DATATYPE CHECK
1 EMP_ID 8 INTEGER "00000" pattern
2 Date of Birth 8 DATE "dd/mm/yy" pattern
3 GENDER 6 CHARACTER | "Male / Female" patterp
4 DEPNDENT NAME 20 CHARACTER
5 RELATIONSHIP 20 CHARACTER
Schema at Site 3: EMP+DEPARTMENT (Semi-Structured @tabase)
S.No. | ATTRIBUTE WIDTH DATATYPE CHECK
1 EMPNO 8 ALPHANUMERIC | "$0000" pattern
2 NAME 20 ALPHANUMERIC
3 SEX 1 INTEGER "0 /1" pattern
4 ADDRESS 40 CHARACTER
5 JOINING_DATE 10 DATE "dd-mm-yyyy" pattern
6 DEPTT_NAME 5 CHARACTER " " Letters(4)+ period patterr
7 DEPTT_NUMBER 5 INTEGER
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8 MGR_ID 8 ALPHANUMERIC | "$0000" pattern
9 DEPTT_LOCATION 15 CHARCTER

Schema at Site 4: EMP+SALARY (Structured Database)

S.No. | ATTRIBUTE WIDTH | DATATYPE CHECK
1 | EMP_ID 4 INTEGER "0000" pattern
2 | NAME 20 CHARACTER
3 | WORKING_HOURS 2 INTEGER
4 | DEPARTMENT 6 CHARACTER | " "letters(@tern
5 | WAGES_PER_HOUR 4 INTEGER

The leading concerns are presented here using fbesesites under the assumptions like use of hissi

technology and attributes’ specifications for dlitteem:
Lack of Synchronization Support

The most inevitable and contrast-prone featuregmtes in above case study of heterogeneous envinarisithe
use of divergent technology at various sites adogrdb the ease, available support and other fedli The multiple
sources virtually having same information cannarshit amongst each-other since each source mangibg dissimilar
technology which may not support the collaborafieatures like import or export data. Further, dirggnchronization
requires harmonized syntactic structure of the dédtigh may not be always the case [Naiman, Chaknaénd Arison M.
Ouksel, 1995].

Poor Reliability

The deployment of non-versatile technology at wasisources of case study also points to peculi@ribardware
being used for storage of data. The dissimilanitymaintaining RAID levels and using different accemttern disks
actually demotes the overall reliability of the iemtsystem where some sites are under-managed aand are over-
optimized. The absence of sufficient data proveeatechniques also drops the curtain over religbiitandards
[Simmhan, Yogesh L., Plale, B., and Gannon, D.5200

Difficult To Establish Relationship among Entities

Since the process of integration of data from mldtiheterogeneous sources requires identificatfosirilar
entities. It is quite thorny to figure out parallgributes of entities so that a relationship rbayestablished between
respective entities [Song, Dezhao, 2012]. For exanggchema at site 1 stores the SSN and FNAME WNAME as the
details of the employee, whereas schema at sienthins the same information in EMP_ID and a sirgiempounded
column named NAME. So, establishing the relatiopsbf the same employee becomes further complex when
heterogeneity lies in semantics and abstractiosl ®o.

Non-Uniformity Conflicts across Data Sources

The sharing and harmony of data across multiplecesus achievable only if uniform and standardhgegtterns
are being used at each source. As per our casg exathple schema, the non-uniformity presentethénfields at various
sites regarding data type, field width, field patseetc. [ Dai, B. T., Koudas, N., et al., 2006lynpaesent many hurdles for
incorporating the feature of quality in data[Mar&h, Hevner, A. and Ram, S., 2000].
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Uncertain to Delete/Modify a Source

Each source in such an environment contains its @egigned schemas, where it cannot be deduceeithat
any particular source is an exact replica or subSanother source until data-integration procéssording to exemplary
case study, since schema at each site either nerft@imonyms or synonyms which makes the matchingegs quite

ambiguous, hence to delete a source entirely beaafugplication or even modify it also becomespsical.
Abstraction Level

Even though the data are maintained for the samope, delivering the same organization; do notmatith
other sources in the terms of abstraction levelc&ieach source is designed and maintained byeatiff@eople with its
own technology, the schematic variations are pte$wmce, information coverage of each instance beagifferent or
incomplete when compared to similar entity [Liu,, dnd Dou, D., 2008]. Case study makes is totalligent that
employee information is being stored at all locagiavith employee and salary information collectyvat one site and
employee and department information at other siig @mployee and dependents information at anotker So, the

similarity and quality of data is not maintainedaihghout each source.
Data Integration Concern

The integration of data from various sources iy @a& smooth provided each source has semantic denedy,
which is not the case here. Semantic heterogef@aprge, D., 2005] [Pincus, Z., and Musen, M.A.Q2D presented in
case study exists in various forms like homonymspayms, type formats, scale of representationaté,dconstraints
implementation [Goldsmith, D. L., ThuraisinghamMB, and Bedford, M. A.]. The data integration, whim itself is a
crucial operation for any organization when combdiméth such diversity [Wang, X., Huang, L.P., et 2011] becomes

quite complex and error-prone.
Structural Differences

Heterogeneity in various sources is primarily btited to the structural difference in them. Theséations may
exist in many forms, like an entity is stored inotvor more sources but with different attributeshwdissimilar
specifications, different constraints implementethde conveying a different presentation about #imeesinformation of
the same entity. Given case study also presentstthetural differences existing in the attributgsvarious sites. For
example, the EMP_ID (Primary Key) itself is stonsith different data-type and different storage fatrmat various sites.

These differences commonly enhance the compleXitiyeomining process.
Non-Standard Measures of Security, Privacy and Autbntication

The non-uniformity presented in the above caseystluke to technology, support and API etc. is a natu
phenomenon in a heterogeneous environment. Suclsormistency is also present in terms of implentemaof diverse
schemes of security, privacy and authentication sunes in databases which are although maintainedséige
organization but are poles apart [Sheth, A. P., lasdon, J.A., 1990]. These numerous methods dfeatication and
security at discrete sources actually hinder thié pé collaboration and harmonizing the sharingdafa across distinct

sources.
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Preprocessing Issues

The preprocessing of heterogeneous data-sourcédlysasymmetric because each phase of preprogessin
involves non-uniform hard work for the cleaning antégration of the data located at all sites. Pheprocessing phases
for heterogeneous databases are actually enclogkdavguper set of the problems with homogeneowg@ment. As
presented in the example case, the preprocessitige afata present at each location would actuallglive repeating the
same technique (like transformation etc.) for esitd Application of preprocessing methods ovefedént data-sources
require the deployment of different mechanismscleaning etc. which leads to dissimilar type ofulest data at each

site which actually turns the process of integraind other steps quite complex to perform.
Dispossess any Automated Tool

The homogeneity in structure and semantics of themma (as presented in the case) is the prerexfisithe
existence and success of any automated tool fordexy, maintaining and mining the data [Thion-Glase, V., Nugier,
S., et al., 2007]. This is obviously missing in Iswiclegacy database environment hence automatioenfoe process of
input to output and automated exchange of data detwEckert, Roland, and Specht, G., 2004] soursesearly

unachievable.
Transformation Apprehensions

While integration of the data from various sourteanderway, there is need to slightly alter thespntation or
structure of the data in order to make it alikee3dé purge and merge process essentially presentotieern for
successfully transforming the shape of the dai dikanging the scale of the attributes, data-tydeelkls etc. From the
above mentioned schemas in case-study, it is glitgous that since the data is being maintainedifégrent sites by
different people hence have different represematimesides having dissimilar checks, patterns afabltt values for alike

fields. So, it becomes very complex operation tovenge all the alike fields on the same scale.
CONCLUSIONS

Data quality improvement is one of the foremosuéssfor every organization and this becomes maueiar
when it comes to raise and maintain the qualitgat over heterogeneous sources like legacy sygtéhaugh many
researchers have repeatedly drawn attention towsaproblems in the context but still there are esoimscure areas which
must be paid rational attention to incorporatedat quality features in heterogeneous environf@dmt, H., Madnick, S.,
et al., 2012]. The major issues highlighted by masi researchers circulate around data-preprocessatg-profiling
[Rahm, E., and Do, H. H., 2000] and maintenancelednsed data [Muller, H., and Freytag, J.C., 200bis paper takes
further step and explored all thin-line hindranoésheterogeneous sources which include securityrifapy measures,
data scattered over different sources with diffestructure, pre-processing techniques, difficuftytransformation and
lack of synchronization that leads to reduced bdlig. All of the above mentioned matter of conegrshould be
resolved/handled using well established methodeamiques to enhance the data quality. The disdusea is a blazing
research issue and if these concerns are attemdedughly then the outcomes will be advantageouthénfield of
maintaining data quality over heterogeneous souandswill endow with a significant ease for maintag data quality in

heterogeneous environment.
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